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From: Secretary of the Navy

Subj : REPORTING OF COUNTERINTELLIGENCE AND CRIMINAL VIOLATIONS
TO OFFICE OF THE SECRETARY OF DEFENSE OFFICIALS

Encl : (1) DOD Instruction 5240.4 of 22 Sep 92 (R

1. Purpose. To revise procedures and assign responsibilities
for reporting significant Department of the Navy incidents of
espionage, counterintelligence activities and criminal violations
to Office of the Secretary of Defense (OSD) officials.

2. Cancellation. SECNAVINST 5500.30E.

3. Action (R

The Director, Naval Criminal Investigative Service
(DIRRAVCRIMINVSERV) is responsible for ensuring the timely
summary reporting of significant incidents of espionage,
counterintelligence and criminal activity as described in
enclosure (1) . Information copies of all reports submitted in
accordance with enclosure (1) will be provided to the Under
Secretary of the Navy and, as appropriate, the Vice Chief of
Naval Operations or the Assistant Commandant of the Marine Corps
whenever such reporting concerns incidents within their
respective services.

b. Addressees will ensure that information concerning
significant incidents, as defined in enclosure (1), is provided
to DIRNAVCRIMINVSERV in a timely manner.

4. Re~orts. The reporting requirements contained in this
directive is exempt from reports control by SECNAVINST 5214.2B.

(YJohn H. Dalton
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Distribution:
SNDL A2A (Department of the Navy Staff Offices)
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Inspector General, Department of Defense
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Assistant Secretary of Defense (Command, Control, Communications,
and Intelligence)
The Pentagon
Washington, DC 20301-3040

Deputy General Counsel (Legal Counsel), Department of Defense
The Pentagon
Washington, DC 20301-1600

Order from:
Naval Inventory Control Point
Cog “I” Material
700 Robbins Avenue
Philadelphia, PA 19111-5098

Stocked 20 copies
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v
INSTRUCTION

September 22, 1992
NUMBER 5240.4

{ IG, DoD and ASD(C31

~
SUBJBCT : Reporting of Counterintelligence and Crtiinal Violations

References: (a) DoD Instruction 5240.4, “Reporting of Counterintelligence
and Criminal Violations~” June 22, 1987 (hereby canceled)

(b) Chapter 37 of Title 18, United States Code

(c) Section 783 of Title 50, United States Code

A. REISSUANCE AND PURPOSE

This Instruction reissues referenCe (a) to clarify the definition of sig-

nificant incidents, provides procedures, and assigns responsibilities.

B. APPLICABILITY

This Instruction applies to the Office of the Secretary of Defense (oSD),
the Military Departments, the Chairman of the Joint Chiefs of Staff and the

Joint Staff, the Unified and Specified Commands, the Inspector General of the
Department of Defense, and the Defense Agencies (hereafter referred to collec-
tively as “the DoD Components”).

c. DEFINITIONS

A sicinificant incident includes any of the following:

1. Counter intelligence activiti es that are significant in and of them-

selves or that are likely to receive publicity.

2. Criminal cases involving:

a. Allegations of fraud or theft:

(1) With a potential loss to the Government of 500,000 dollars or
more, or

(2) When the subject is:

(a) An installation or ship commander, or

(b) In or retired from the military grade O-6 and above or
civilian GS/GM grade 15 and above, and the potential loss to the Government is
5,000 dollars or more.

b. Any criminal corruption case related to procurement involving cur-

rent or retired DoD military or civilian personnel.

Enclosure (1)



c. Any investigation into defective products or product substitution
in which a SERIOUS HAZARD to health, nafety, or operational readineaa is
indicated, regardleea of 10E8 value.

d. Any criminal cane, regardless of the allegation, which has
received, is expected to receive, or which if diecloeed could reasonably be
expected to receive SIGNIFICANT media coverage.

)

?
3. ~“ Conduct which is, or may be a violation of 18 U.S.C. 37

(reference (b)) or 50 U.S.C. 783 (reference c)).

D.

It is DoD policy that significant counterintelligence activities, criminal
cases, and instances of espionage shall be reported expeditiously through
established channels to the Secretary of Defense.

This Instruction requires timely reporting to the Inspector General of the
Department of Defense (IG, DoD) or the Assistant Secretar ~ of Defense for
Command, Control, Communications, and Intelligence (ASD(C I)) and the General
Counsel of the Department of Defense (GC, DoD), of every significant criminal
case, instance of espionage, and counterintelligence activity within the
Department of Defense or involving a DoD contractor. Circumstances of indi-
vidual cases shall govern the manner and timeliness of notification; tele-
phonic or oral notification may be appropriate for highly significant and
rapidly developing cases with written summaries to follow immediately.

F. RESPONS~ITIEs

1. The ~nmector General of the DeDartment of Defense shall serve as the

focal point for receiving information and monitoring significant crtiinal
cases, as defined in section C., above.

2. The fissietant Secretarv of Defense (Command, Control, Communications,

and Intelliaencel shall serve as the focal point for receiving information and

monitoring significant counterintelligence activities and instances of
espionage as defined in section C., above.

3. The General Counsel of the Denartrnent of DefenB~ shall receive infor-

mation copies of reports of all significant criminal cases, counterintel-
ligence activities, and instances of espionage, and advise the Secretary of
Defense and other affected OSD Principal Staff Assistants, as appropriate.

4. The Beads of the DoD CcsnnonentQ shall ●stablish internal reporting

procedures, appoint an official to receive reports on significant incidents,
and transmit them either to the IG, DoD, or the ASD(C31), with an information
copy to the GC, DoD.
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G. WFo~TIoN REOIRE~NTQu

1. Report@ ●ddremoed to the IG, DoD, shall be routed through the Aeaia-

tant Inspector General for Investigations, Attn: Director for Criminal Policy

●nd overnight.

2. Reports ●ddressed to the ASD(C31) shall be routed through the Director

of Counterintelligence.

3. Reports ●ddressed to the GC, DoD, shall be routed through the Deputy
General Counsel (Legal Counsel).

4. Reports shall include, ●a ●ppropriate, the nature of the incident, a

brief sunxnary of known facts ●nd circumtanceo, identification of the person

or persons involved, a statement ●xplaining why the incident is of such sig-

nificance as to be of concern to the Deparment of Defense~ the dollar amount
of potential 10ss if known~ ●nd ● brief ●.ummry of ●ctions taken or intended.

5. Reports of espionage ●nd counterintelligence activities mhall include
●n ●ppropriate ●tatement addressing the nature ●nd ●enaitivity of information
involved.

6. Follow-up reports shall be submitted, a= ●ppropriate, to address sig-
nificant developmentmt referrala to the other DoD Components or to another
federal agency, or recommendations for any change in DoD policies. For sig-
nificant criminal cases, follow-up reports shall be provided when indictments
or convictions result from cases reported previously.

7. These reporting requirements ●re ●xempt from formal ●pproval ●nd
licensing.

This Instruction im ●ffective immediately. Fomard one copy of
implementing documents to the Inspector General of the Department of Defense;
the Asuiatant Secretary of Defense (Command, Control, Connnunicationa, and
Intelligence); ●nd the Deputy General Counsel (Legal Counsel) within 120 days.

%2j?jfyfiizj%%6!2i!-
Derek J
Deputy ns~ctor Gener Assistant Secretary of Defense

(~d, Control,cocununications,
●nd Intelligence)
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